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An official US Navy mobile application, produced by the Navy PMW 240 Program

What is the Naval OPSEC Mobile Application?

Want to know how to better protect your family, fellow service members, and mission from potential adversaries? The
U.S. Navy’s OPSEC App is an all-in-one Operations Security reference, training and education tool for Department of Navy
(DoN) personnel and their family members. This app consolidates all relevant DoN OPSEC policies, references, tools, and
training aids into one convenient, easy-to-use application for your mobile device. This is your one-stop OPSEC shop!

Naval OPSEC App Sections

» Policy/Guidance: Includes Joint, DoD, Navy and Marine Corps Policies; Navy Tactics, Techniques, and Procedures;
Marine Corps Warfighting Publication; and handbooks.

» Training: Features links to three computer-based training modules, as well as information on courses offered by the
Naval OPSEC Support Team Norfolk and other OPSEC agencies. This includes “Uncle Sam’s OPSEC” (USOPSEC), a
14-section GMT video-based course designed to educate service members and their families on vulnerabilities and
risks associated with sharing too much information, particularly on social media sites and via mobile devices.

» Products: Includes training videos on OPSEC topics, training briefs, smart cards that provide synthesized information
and best practices at a quick glance, and brochures and posters to assist OPSEC program managers.

» Assessments: Features information and resources to assist OPSEC program managers on how to conduct OPSEC
assessments at their command. A step-by-step guide, briefing tools, assessment checklists, sample questionnaires,
and instructions are included.

» Favorites/FAQs: Use this section to highlight parts of the app you use most or find most valuable. The Frequently
Asked Questions module addresses some of the most common and prevalent OPSEC issues affecting DoN personnel
today, like spear phishing, social engineering, and computer hacking.
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= OPSEC is a 5-step process:
> Identify Critical Information
> Identify Potential Threats
» Identify Vulnerabilities
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OPSEC is the fourth mobile application developed and released by the Sea Warrior Program (PMW 240)
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Naval OPSEC Content

Achieving a culture of OPSEC throughout DoN begins with training and awareness, which means changing the way we
think about sharing information. With the advent of social media and the ability to instantly share information, the
danger of revealing unclassified critical and personal data is greater now more than ever before. Consequently, OPSEC is
everyone’s responsibility. This app aggregates publicly available information from various online DoN sources and will be
updated periodically. Feel free to share this app and training with family members, relatives, and friends.

ght  1:36 PM

estFlight  1:33 PM
Uncle Sam's 2/14

o ©O
Introduction

4Back to TestFlight ~ 1:33 PM stFlight  1:36 PM - al estFlight  1:36 PM
Uncle Sam's

Course

Uncle Sam's Uncle Sam's
Course Course

Uncle Sam's
Course
Marines: Unsecu...

FIELD REPORTER: “THE UNITED STATES MARINES ARE
NOTORIOUSFOR BEING A VERY TIGIT-KNIT GROUP, BUT TODAY
[PROVETO BE AN EXCEPTION.” - .
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more information or for
OPSEC support please
contact the Naval OPSEC
Support Team

Email: OPSEC@navy.mil

Phone: 757-417-7100
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Course Completion Verification

» Navy personnel may use the app to complete annual mandatory USOPSEC training. End-of-course completions can be
emailed to Navy Training Management and Planning System (NTMPS) for display in the Electronic Training Jacket (ETJ).

» Users should retain course Completion Certificate emails in their mobile phone Sent Items folder until successful
posting in their ETJ or Fleet Training Management Planning System (FLTMPS) can be verified.

» If completion does not appear in ETJ or FLTMPS after 72 hrs, users may wish to forward a copy of the email to their
supervisor or FLTMPS Coordinator/Training POC as verification of completion. If necessary, the FLTMPS Coordinator
can record manual OPSEC completion in the FLTMPS Learning Event Completion Form.

» Users may contact NTMPS Support Office at ntmps.support@navy.mil or 1-866-438-2898 if they have any questions.
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ANDROID APP ON Google Android App Store:
> Google play Download OPSEC

#_  Available on the Apple iTunes App Store:
« App Store Download OPSEC

DISTRIBUTION STATEMENT A: Approved for public release; distribution is unlimited.



https://play.google.com/store/apps/details?id=com.tracen.opsec
https://itunes.apple.com/us/app/opsec/id1031272509?mt=8
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