
NAVAL RESERVE OFFICERS TRAINING CORPS

NAVAL SCIENCE LABORATORY

LESSON 14

HOURS: 1

TITLE:  TERRORISM

I.   LEARNING OBJECTIVES

A.  
Terminal Learning Objective:  Comprehend the strategy, tactics and goals of terrorist organizations.

B.  
Enabling Learning Objectives:

1. Know the Department of Defense definition of terrorism.

2. Know the U.S. policy toward terrorism.

3. Comprehend strategies used by terrorist organizations.

4. Comprehend the intentions of terrorist acts.

5. Know the common tactics used by terrorists.

II.  REFERENCES AND TEXTS
A. Instructor references

1. DoD Antiterrorism Training website at:  http://at-awareness.org/index.html
2. Joint Services Guide 5260, "Antiterrorism Personal Protection Guide: A Self-Help Guide to Antiterrorism," October 2002 (Available online at: http://www.dtic.mil/doctrine/jel/cjcsd/cjcsi/g5260.pdf.)
3. Joint Publication 3-07.2, "Joint Tactics, Techniques, and Procedures for Antiterrorism," 17 March 1998

4. Joint Publication 1-02, "Department of Defense Dictionary of Military and Associated Terms," 12 April 2001 (as amended through 23 January 2002) 

6.
Jane's Counter Terrorism
B. 
Student texts: None

III. INSTRUCTIONAL AIDS

A.  
PowerPoint slides included with this guide or instructor-prepared transparencies

B.  
LCD projection system or overhead projector

C.  
Computer  

IV.  INSTRUCTOR PREPARATION

A.  
Review references, texts, and lesson plan.

B.  
Customize the media/PowerPoint presentation. 

V.   SUGGESTED TEACHING METHODS AND PROCEDURES

A.  
Method Options:  Lecture/Discussion
B.  
Procedural and student activity options:  None

VI.  INTRODUCTION








      














 (On Slide #1)


A. GAIN ATTENTION:  On December 17, 1981, terrorists of the Italian Red Brigade kidnapped U.S. Army Brigadier General James Dozier from his residence in Verona, Italy.  The Red Brigade opposed Italian membership in NATO, so they targeted senior U.S. military officers to embarrass and destabilize the Italian government.  

The Doziers lived in an apartment building in Verona used by senior U.S. officers for seven years.  The building had been inspected as a force protection measure, but none of the security recommendations had been implemented.  The apartment building’s only security measure, other than individual apartment locks, was a buzzer and intercom at the main entrance. An Italian policeman served as driver for Brigadier General Dozier, but no other security personnel were assigned.  

The terrorists entered the Dozier apartment posing as plumbers, and then jumped him.  He struggled until he saw the terrorists holding his wife with a pistol to her head.

The terrorists transported Brigadier General Dozier in a large trunk to an apartment in Padua, Italy, where they held him until his rescue by Italian police after 42 days.  The terrorists had performed surveillance on the Dozier residence for at least 30 days while planning their attack.  Red Brigade terrorists decided Brigadier General Dozier was a desirable target because he was a senior U.S. official and his routines made it possible to plan an attack.  The terrorists considered three other U.S. generals, but chose Dozier because his personal security was less rigorous and he maintained very predictable routines.  After studying his routines for a month, the kidnappers were confident they could successfully kidnap him.          

B.  
OVERVIEW:  No one is immune from terrorism.  U.S. Government representatives are especially vulnerable to the threat of terror. Each one of us plays a role in combating terrorism, so it is important for you to understand terrorist acts and intentions, while developing a security-conscious attitude.  The purpose of this lesson is to increase your awareness of terrorism. 

C.  
LEARNING OBJECTIVES:  Review the learning objectives for this lesson.
D.  
METHOD/MEDIA:  This lesson will be taught by lecture and discussion, with the aid of various slides.  

TRANSITION:  Let's begin by defining terrorism and discussing the strategies, intentions, and tactics of terrorists.  We'll also discuss the U.S. Government's policy toward terrorism.   

VII. PRESENTATION






     
(Off Slide #1, On Slide #2)

A.  
Terrorism Defined.  The Department of Defense defines terrorism as the calculated use of unlawful violence or threat of violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally:

1.  
Political:  Terrorists who fight for political reasons are usually after some type of homeland and believe they are legitimate combatants fighting for a valid cause.

2.  
Religious:  Normally extremist groups who view governments not based on their beliefs as illegitimate.

3.  
Ideological.  Extremists who view terror as morally justifiable in support of their cause.

   (Off Slide #2, On Slide #3)

B.  
U.S. Policy Toward Terrorism.

1. All terrorist acts are criminal and intolerable and should be condemned.

2. The United States will support all lawful measures to prevent terrorism and bring those responsible for terrorist acts to justice.

3. No concessions to terrorists will be made.

   (Off Slide #3, On Slide #4)

C.  
Terrorist Strategy/Goals.  Terrorism is a criminal act that influences an audience beyond the immediate victim(s).

1.  
Terrorists commit acts of violence that draw the attention of the local populace, the government, and the world to their cause.

2.  
Terrorists plan their attack to obtain the greatest publicity, choosing targets that symbolize what they oppose.

(Off Slide #4, On Slide #5)

When the Black September Organization kidnapped and killed 11 Israelis at the 1972 Olympics, the Israelis may have been the immediate victims. But the true intention of the terrorists was to gain a worldwide audience, estimated at one billion people, to publicize its views on the plight of the Palestinian refugees.

(Off Slide #5, On Slide #6)

3.  
The effectiveness of the terrorist act lies not in the act itself, but in the public’s or government’s reaction to the act.

In October of 1983, Middle Eastern terrorists bombed the Marine Battalion Landing Team Headquarters at Beirut International Airport. Their immediate victims were the 241 U.S. military personnel who were killed and more than 100 others who were wounded.  Their true target was the American people and the U.S. Congress.  Their one act of violence influenced the United States’ decision to withdraw the Marines from Beirut and was, therefore, considered a terrorist success.

   (Off Slide #6, On Slide #7)

4.  
Acts of terrorism:

a.  
Produce widespread fear.

b.
Harass, weaken, or embarrass government security forces so that the government overreacts and appears repressive.

c.
Discourage foreign investments, tourism, or assistance programs that can affect the target country’s economy and support for the government in power.

d.
Free prisoners.

e.
Satisfy vengeance.
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D.  
Common Terrorist Tactics
1. Bombing or Arson 

a. Causes fear and destruction.  

b. Can be inexpensive and relatively low risk to terrorist (not to include suicide bombers) due to detonation techniques.

c. Can be used quite randomly and indiscriminately, inculcating great fear in a populace.  

   



(Off Slide #8, On Slide #9)

d. Hard to trace origins of bomb.  Terrorist organization can deny culpability if bombing produces undesirable results.

e. Bombing of key infrastructure can cripple a government’s ability to operate and bring services to its people.  Can create great disorder/chaos.

f. Can have short or long-term economic consequences.  

  (Off Slide #9, On Slide #10)

2.  
Hostage Taking 

a. Overt seizure of person(s).  Very risky and very difficult to successfully execute.

b. Often elicits ongoing publicity for a terrorist organization.

c. Gives terrorists possible leverage to bargain or make demands upon a government or organization.  
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3.  
Kidnapping 

a. Covert seizure of one or more persons in order to extract specific demands.

b. Media attention is initially intense, but decreases over time.

c. Requires elaborate planning and logistics.

d. Sometimes done to extract money to finance other terrorist activities.
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4.  
Assassinations 

a. Usually conducted against a Very Important Person (VIP).

b. Influences action and decision making of VIPs and governments.

 (Off Slide #12, On Slide #13)

5.  
Hijackings 

a. Prior to 9/11, conducted to produce a spectacular hostage situation.  9/11 introduced a new dynamic.  Airplanes are not the only targets, although they are the most mobile and vulnerable; trains, buses, and ships have also been hijacked.

b. Also gives terrorists possible leverage to bargain or make demands upon a government or organization.

c. Difficult to conduct successful rescue of hostages.
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6.  
Seizure
a. Usually involves a building or object that has value in the eyes of the audience.

b. Risk to terrorist, as security forces have time to react and may use force, especially if few or no innocent lives are involved.
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7.  
Cyberterrorism
a. Can disrupt or destroy networks and computers.

b. Interruption of key government or business related activities.

c. Cyberterrorism exposes the terrorist to little or no risk, while possibly causing great damage.
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8.  Weapons of Mass Destruction
a. Nuclear “Dirty Bomb” can have disastrous initial effects and long-term environmental consequences.

b. Biological and chemical weapons can be cheap and relatively easy to make.

c. Will draw great attention to the organization that employs such weapons. 

d. The use of biological or chemical weapons is extremely difficult to prevent and, if well deployed, is extremely difficult to contain.
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9.  
Sabotage and Hoaxes 

a.  
Sabotage demonstrates how vulnerable society is to terrorist acts.

b.  
Utilities, communications, and transportation systems are so interdependent that a serious disruption of any one affects all of them and gains immediate public attention.

c.  
Hoaxes cause individuals and organizations to devote resources to security measures.

d.  
False alarms (hoaxes) dull the analytical and operational efficiency of key security personnel, thus degrading readiness.
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10.  Environmental Destruction
a.  
Intentional dumping of hazardous chemicals into a city’s water supply or destruction of an oil tanker are examples.

b.  
Great media coverage of such events. 
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TRANSITION:  We’ve covered a lot of background, discussing what terrorism is and what strategies and tactics the terrorists use to create fear and disorder.  Let's take a few moments to review what we’ve learned by answering a few questions.

VIII. DISCUSSION QUESTIONS
    




      

A.  
In general, what is the definition of terrorism?

Answer:  The Department of Defense defines terrorism as the calculated use of unlawful violence or threat of violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious, or ideological.
B.
What is the U.S. Government’s policy toward terrorism?

Answer:  All terrorist acts are criminal and intolerable and should be condemned.

C.
What is the goal of a terrorist? 

Answer:  To influence an audience beyond the immediate victim (i.e., draw the attention of the local populace, the government, and the world to their cause).
D.  
Who can list at least five terrorist tactics?   

Answer:  Bombing/arson, hostage-taking, kidnapping,

assassination, hijacking, seizure, cyberterrorism, weapons of mass destruction, sabotage & hoaxes, environmental destruction, etc.
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IX.  SUMMARY









      

In summary, I want to go back to our introduction and Brigadier General Dozier.  If you recall, BG Dozier maintained a regular routine and seemed to express little to no concern about personal security in an area that had a significant terrorist threat.

The Red Brigade terrorists that kidnapped BG Dozier studied his apartment and his movements for over 30 days.  They viewed his residence with binoculars from across the street and often posed as young picnickers, with no children, in a park near the apartment.  This should have been suspicious, since children accompanied most of the couples.  The kidnappers often stood at a bus stop as well, looking at the BG’s apartment while buses passed, or they took a bus and returned a short time later.  One kidnapper actually approached Mrs. Dozier at a bus stop.

The Red Brigade terrorists also visited the Dozier home.  A pair posing as utility readers made two visits.  This was unusual, since meter readers normally worked alone.  A female terrorist posed as an opinion poll taker. Mrs. Dozier accepted the unscheduled visit and allowed her into the apartment.  However, the terrorists did not notice the General jogged each day at 0600 hours!  

One day, three men and a woman parked behind the apartment building in a rented blue van.  Two men in coveralls with tool bags rang the buzzer, and BG Dozier asked who was there.  They said they were plumbers and needed to check his apartment for a leak in the apartment below.  BG Dozier ignored two warning signs.  Visitors usually rang the outside bell before ringing the apartment bell.  Also, his landlord had not scheduled the visit; but the building was old and leaks were common, so he let them in.  He and his wife trusted strangers and allowed terrorists access to their apartment on more than one occasion.  BG Dozier maintained a regular routine, presenting an easy target.  Finally, neither the General, nor his wife, appeared alert at any time for unusual activities and individuals in their normal surroundings.  

Considering what we have learned today about terrorism and how we can reduce our vulnerability to terrorist activities, we can hopefully reduce the chances of our becoming a target or victim of terrorism. 




INSTRUCTOR’S NOTE:


Ensure LCD or overhead projector is in place and presentation is ready.  Have the introductory slide on screen.
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