
NAVAL RESERVE OFFICERS TRAINING CORPS

NAVAL SCIENCE LABORATORY

LESSON 15

HOURS: 2

TITLE:  ANTITERRORISM

I.   Learning Objective:  Know protective measures that can be utilized to combat terrorism.

II.  REFERENCES AND TEXTS
A. Instructor references

1. DoD Antiterrorism Training website at:     http://at-awareness.org/index.html

2. Joint Services Guide 5260, "Antiterrorism Personal Protection Guide: A Self-Help Guide to Antiterrorism," October 2002 (Available online at: http://www.dtic.mil/doctrine/jel/cjcsd/cjcsi/g5260.pdf.) 

3. Joint Publication 3-07.2, "Joint Tactics, Techniques, and Procedures for Antiterrorism,"    17 March 1998

4. Joint Publication 1-02, "Department of Defense Dictionary of Military and Associated Terms,"     12 April 2001 (as amended through 23 January 2002)

6.
Jane's Counter Terrorism 

B.  
Student text:  “Antiterrorism Individual Protective Measures” Checklist, OCJCS PC 5260 Feb 97 (attached at end of lesson)
III. INSTRUCTIONAL AIDS

A. PowerPoint slides included with this guide or instructor-prepared transparencies 

B. LCD projection system or overhead projector

C. Computer
IV.  INSTRUCTOR PREPARATION

A.  
Review references, texts, and lesson plan.

B.  
Customize the media/PowerPoint presentation.

C.  
Included in this lesson plan are scenarios to generate discussion within your unit.  Rehearsal prior to presenting this period of instruction is highly recommended.  Instructor should read the question choices and answers from this lesson guide, since the phrases on the PowerPoint slides have been shortened because of limited space.
D. Make copies of “Antiterrorism Individual Protective Measures” Checklist, OCJCS PC 5260 Feb 97 (attached at end of lesson) for distribution to students at the end of class.

V.  SUGGESTED TEACHING METHODS AND PROCEDURES

A.  
Method Options:  Lecture/Discussion 

B.  
Procedural and student activity options:  Students participate in scenario discussions.

VI. 
INTRODUCTION








      














  (On Slide #1)


A. GAIN ATTENTION:  On December 17, 1981, terrorists of the Italian Red Brigade kidnapped U.S. Army Brigadier General James Dozier from his residence in Verona, Italy.  The Red Brigade opposed Italian membership in NATO, so they targeted senior U.S. military officers to embarrass and destabilize the Italian government.  

The Doziers lived in an apartment building in Verona used by senior U.S. officers for seven years.  The building had been inspected as a force protection measure, but none of the security recommendations had been implemented.  The apartment building's only security measure, other than individual apartment locks, was a buzzer and intercom at the main entrance. An Italian policeman served as driver for Brigadier General Dozier, but no other security personnel were assigned.  

The terrorists entered the Dozier apartment posing as plumbers, and then jumped him.  He struggled until he saw the terrorists holding his wife with a pistol to her head.

The terrorists transported Brigadier General Dozier in a large trunk to an apartment in Padua, Italy, where they held him until his rescue by Italian police after 42 days.  The terrorists had performed surveillance on the Dozier residence for at least 30 days while planning their attack.  Red Brigade terrorists decided Brigadier General Dozier was a desirable target because he was a senior U.S. official and his routines made it possible to plan an attack.  The terrorists considered three other U.S. generals, but chose Dozier because his personal security was less rigorous and he maintained very predictable routines.  After studying his routines for a month, the kidnappers were confident they could successfully kidnap him.          

B.  
OVERVIEW:  No one is immune from terrorism.  U.S. Government representatives are especially vulnerable to the threat of terror. Each one of us plays a role in combating terrorism, so it is important for you to develop a security-conscious attitude.  The purpose of this lesson is to increase your awareness of terrorism and improve your ability to apply personal protective measures against terrorism.  This training meets the annual requirement for Level I Antiterrorism training prescribed by Department of Defense Instruction 2000.16.    

C.  
LEARNING OBJECTIVE.  Review the learning objective for this lesson.

D.  
METHOD/MEDIA:  This lesson will be taught by lecture and discussion, with the aid of various slides. 

TRANSITION:  Are there any questions about what we will be covering today or how we will accomplish our task?  If not, let's begin by defining terrorism.   

VII. PRESENTATION






   
(Off Slide #1, On Slide #2)

A.  
Terrorism Defined.  The Department of Defense defines terrorism as the calculated use of unlawful violence or threat of violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious, or ideological.

Transition:  Now that we’ve once again defined terrorism, we need to talk about personal security for you as a midshipman and future naval officer.  We’ll start by talking about some antiterrorism themes, and then we’ll get into a scenario that will reinforce the antiterrorism themes.  This section will require a lot of your participation.

   (Off Slide #2, On Slide #3)

B.  
Antiterrorism Themes.  Use the following concepts to avoid threatening situations:

1. Anonymity. Blend in; don’t be an easily identified target.

2. Planning. Think ahead and choose safer options.

3. Awareness. Look for suspicious persons and activities.

4. Access. Prevent crime; maintain security.

5. Unpredictability. Change routines, routes, times, and speeds.

6. Teamwork. Cooperate with unit security measures.








 (Off Slide #3, On Slide #4)

   
Training Scenario.  Using the following scenario, we will be encountering situations pertaining to air travel, ground travel, hotel security, vehicle improvised explosive devices, government facilities, hostage survival, and returning home.


SCENARIO:  Your commanding officer informs you that you are going to travel to Los Angeles for a conference at a military base.  He tells you to be extra careful because of violent demonstrations at the World Trade Organization meetings being held in the city.  He also tells you to try to get on-base temporary lodging for better security if possible, but your conference point of contact says you will have to stay in a hotel off base.   

 (Off Slide #4, On Slide #5)

C.  
Air Travel.  We’re going to talk about the following antiterrorism concepts:

1.  Packing for the trip.

2.  Choosing a seat.

3.  Moving through the airport terminal.

4.  Encountering danger.

5.  Negotiating with the hijacker.

6.  Interacting with local authorities.

--------------

(Off Slide #5, On Slide #6)
1.  
Packing for the Trip.  How will you dress for the flight, and what kind of luggage will you bring?

a.  
Pack a military duffel bag and wear your uniform.

b.  
Use a standard civilian suitcase and wear plain clothing. (Answer)

c.  
Use an oversized suitcase with a “U.S. Government” label and wear your uniform.

2.  
Choosing a Seat.  Which of the following choices would provide the least access to your seat by a hijacker during an in-flight incident?

a.  
Middle seat, rear of the aircraft?

b.  
Window seat, mid-aircraft?

c.  
Aisle seat, front of the aircraft?


Be anonymous when you travel. Use a standard civilian suitcase and wear plain clothing with no markings that identify you as American. The least accessible seat selection is a window seat in the midsection of the aircraft. A person in the aisle would have difficulty reaching a passenger seated in a window seat. Also, during an incident a hijacker is likely to stand at the front or rear of the aircraft to control the passengers. Seats in the middle of the compartment are least exposed. Since you may not be able to choose your seat, you should be aware of your vulnerability in the event of an incident. You should always be alert for suspicious activities by other passengers.  

(Off Slide #6, On Slide #7)
3.  
Moving Through the Airport Terminal.  You are going to your terminal when you stop at the security gate. There is someone holding up the line and complaining to the security guard in a loud, threatening way.  What do you do?

a.  
Show your military ID, take control, and try to calm the people down.

b.  
Wait and do nothing while security personnel handle it.

c.  
Tell them to hurry up because you have a plane to catch.


The best choice is to wait while security personnel handle the disruption, since you should generally remain anonymous. If the situation persists or worsens, you might consider leaving the area to return when things have settled down. Or, you might feel it best to assist security personnel as a private citizen. Factors to consider might include the potential for violence, presence of weapons, your personal skills, and strength of the security detail.

 (Off Slide #7, On Slide #8)
4.  
Encountering Danger. You board the plane and are on your way to Los Angeles.  Despite your precautions, it seems there is a terrorist onboard the plane. He is issuing his demands while brandishing a gun.  Consider your immediate response.

a.  
Be alert and remain calm.

b.  
Hide your military ID.

c.  
Encourage others to remain calm.

d.  
Try to understand the developing situation. 


(1) 
DoD personnel do not have authority or jurisdiction on commercial airliners.  You have the same status and options as other passengers.  Avoid making things worse while you try to understand the situation.  You may be at greater risk if the terrorists see you as a threat. Remain calm and do not draw attention to yourself; be alert to the actions of the hijacker(s).  If the situation demands your immediate action, you may choose to act -- as a passenger and U.S. citizen.

(2) 
An effort to identify passengers by nationality or affiliation could indicate the objectives of the hijackers.  Conceal your affiliation with the U.S. Department of Defense, if possible.

(3) 
A hijacking situation presents very difficult decisions for all passengers. A passive response was previously considered safest. The events of September 11th, 2001, introduced a different reality. If you find yourself in a hijacking, you and other passengers must decide how to respond.

(4) 
Try to understand the situation as fully as possible before you act. 
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5.  
Negotiating with the hijacker.  The events of September 11th show us that airline hijacking outcomes are difficult to predict.  Consider how these additional factors may influence your personal decisions in responding:
a.  
Is a Federal Air Marshall onboard?  They are best suited to take action.

b.  
How heavily armed are the hijackers?  This could determine options for resistance.

c.  
Do hijackers closely monitor activities of passengers?  This might suggest the hijackers’ intentions.

d.  
Are pilots left in control of the aircraft?  This may mean the airplane is going to be allowed to land safely.

e.  
What is the hijackers’ destination?  This might indicate their goal.

f.  
Do hijackers demand IDs from passengers? They might target passengers by nationality or affiliation.

g.  
Is someone in a position to resist the hijackers?  Remember, active resistance is a difficult decision.

h.  
Are passengers able to place calls to people on the ground?  If so, call 911.

i.  
Are passengers singled out based on nationality or affiliation?
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6.  
Interacting with local authorities.  Fortunately, the incident was resolved without violence.  The local authorities are interviewing you and are asking a lot of questions.  You know you should help them.  How should you respond?

a.  
Answer if they ask questions, but do not disclose your military affiliation or draw unneeded attention to yourself, since you will not be available for the local trial in any event.

b.  
Cooperate, give a detailed description of the hijackers, and provide your contact information.  At your first opportunity, inform your commander of the incident and your cooperation with the authorities.

c.  
Ensure the authorities recognize your special status as a U.S. military person and try to gather information from the other passengers in order to assist in the investigation.


The best answer is to cooperate fully with the police, provide all the details you can concerning the incident, and provide your contact information.  As a representative of the U.S. Government, you should reflect a supportive attitude toward the police with local jurisdiction.  By also informing your commander, you pass along information that may assist in protecting U.S. service members from new threats.

 (Off Slide #10, On Slide #11)

TRANSITION:  We’ve discussed air travel up to this point. Are there any questions? Let’s now transition to ground travel and discuss antiterrorism concepts that apply to your movement on the ground.
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D.  
Ground Travel.  We’re going to discuss the following concepts about ground travel:  

1. Renting a car.

2. Inspecting your vehicle.

3. Getting directions.

4. Driving under surveillance.

--------------

 




(Off Slide #12, On Slide #13)

1.  Continuing your travel.


SCENARIO (continued):  After the debriefing, you call your point of contact at the base.  You ask some questions about the local situation, and she gives you some tips on staying safe in view of the disturbances in the city. She also tells you the base is at Force Protection Condition (FPCON) Alpha and that there is no space on base, so you proceed with your plan to get a rental car and go to a hotel. You head for the rental car counter, remembering that you should try not to draw attention to yourself in public. You’ve made sure a responsible person knows where you are (e.g., your point of contact on base). You also know you should ensure you have a good local map and local emergency phone numbers, and you know who you should call if you have an emergency off base.  While at the rental car counter, you also ask for the best local radio station to listen to for emergency information.             


(Off Slide #13, On Slide #14)

2.  
Renting a Car.  You want to choose a rental car that is smart from a security perspective.  You wisely decide not to rent an exotic-looking sports car or an over-sized SUV, since you might be a more likely target of theft.  What specifically should you look for?

a.  
Choose an older model car available at a cut-rate, discount price at an off-brand, local rental company.  Avoid distinctive markings that identify you as a tourist and keep gas tank at least half full.

b.  
Choose a late-model station wagon commonly used in the local area.  It provides more convenient and efficient cargo space.  Ensure all safety equipment is working (lights, horn, wipers, brakes), tires are properly inflated, and gas cap is protected with a lock or door.

c.  
Choose a late-model, medium-size sedan that is commonly used in the local area.  Ensure all safety equipment is working, tires are properly inflated, and gas cap is protected with a lock or door.  Avoid distinctive markings that identify you as a tourist and keep the gas tank at least half full.


The best choice is a car that blends into the local area that is unlikely to attract a thief. So, avoid oversized SUVs or expensive-looking sports cars and distinctive markings that identify you as a tourist, such as a rental company bumper sticker.  Look for evidence of good maintenance and working safety equipment (lights, horn, wipers, brakes, etc.).  The enclosed trunk of a sedan more effectively conceals cargo than a station wagon, SUV, or minivan. Always keep the gas tank at least half full.
(Off Slide #14, On Slide #15)

3.  
Inspecting Your Vehicle.  You have rented your car, and you wisely decide to familiarize yourself with your vehicle before leaving the parking lot. How do you conduct the inspection?

a.  
Look for evidence of tampering by inspecting the exterior without touching the car, to include the undercarriage and wheel wells, and then examine the interior and the engine compartment, trunk, and fuel door.

b.  
Look for evidence of tampering by systematically inspecting the car from front to rear.  Be sure to look in every compartment, such as the engine and trunk.

c.  
Look for evidence of tampering by thoroughly inspecting the car to include the wheel wells, interior, engine compartment trunk, fuel door, and tires. 


The correct choice is to thoroughly examine the car, working from the outside in.  Start with a visual inspection of the exterior without touching it, to include the undercarriage and wheel wells, for any evidence of tampering.  Before opening the doors, look into the interior and then open every compartment of the car to look for anything that does not belong.  Becoming familiar with the car before you drive it will help you recognize possible tampering at a later time.  You should do this each time you return to your car when it has been parked in an unsecured location.

(Off Slide #15, On Slide #16)

4.  
Getting Directions.  Before leaving the rental car counter in the busy airport luggage area, you realize you need driving directions to the hotel. You wisely decide not to ask a local stranger or taxi driver, but choose to protect your privacy by calling the hotel on a pay phone.  How should you interact with the hotel staff while on the phone?

a.  
Identify yourself and ask them for directions to the hotel using a direct route and main roads.  Ask them to repeat information if you did not get it all the first time.

b.  
Ask them for directions to the hotel using a direct route and main roads.  Repeat information back to them to confirm you have the correct directions.

c.  
Without identifying yourself, ask for directions to the hotel using a direct route and main roads.  Ask them to repeat information if you did not get it all the first time.  


The correct choice is the last one.  Call the hotel on a pay phone and ask for directions using major roads.  By limiting what you say publicly, you can protect your anonymity and your destination while getting help from a trusted source.  You should consider what you are revealing about yourself and who is listening when you are seeking information in public places. 
(Off Slide #16, On Slide #17)
5.  
Driving Under Surveillance.  On the road to the hotel, you stay on main highways and through streets, since you do not know the area well.  You are still thinking about the aircraft incident and the emphatic warnings of your commander.  As you keep an eye on the surrounding traffic, you try to remember if the truck behind you was the same one that followed you from the car rental office, and you nervously lock the doors and close the windows. You wisely decide not to try to outrun the truck.  What else should you do?

a.  
Drive at normal speed to a safe, familiar public location, such as a police station or the hotel.  Keep a safe distance from vehicles in front of you to avoid being boxed-in, and try to avoid blind alleys and cul-de-sacs.  Inform your security officer of the incident and the vehicle description.

b.  
Drive to a safe, secure public location, such as a police station or a hotel; but along the way, slow down and make eye contact, so you can get a good description of the driver.

c.  
Drive to a safe, secure public location, such as a police station or a hotel; but along the way, turn off onto a side street, park in an alley, and try to get a description of the driver as he passes you.  


The correct choice is to drive to a safe, familiar public location.  If you are familiar with the city, you should drive to a police station; but in unfamiliar surroundings, stick with the places and routes you know, such as your hotel.  Stay a car-length behind other vehicles when stopped to avoid being boxed-in and avoid streets or alleys where you might become trapped.  Drive defensively to avoid an accident, and provide a vehicle description to your unit security officer. 
(Off Slide #17, On Slide #18)

TRANSITION:  Are there any questions about air travel or ground travel?  Let’s now transition to hotel security and discuss antiterrorism concepts that apply to your stay in a hotel.

(Off Slide #18, On Slide #19)

E.
Hotel Security.  We’re going to discuss the following antiterrorism concepts about hotel security:  
1. Choosing a room.

2. Inspecting your room.

3. Dining out.

4. Returning to your room.

--------------

(Off Slide #19, On Slide #20)

1.  
Choosing a room.  The room reserved for you when you made the reservation over the phone is on the first floor and opens directly onto the parking lot.  Do you want to keep this room or change the reservation to a different room?

a.  
Keep this room.

b.  
Trade this room for one on the 4th floor that opens to the hotel interior, near a fire exit and with no balcony, away from the street side of the hotel.
c.  
Trade this room for one on the 4th floor, near the elevators and with a balcony overlooking the street, and opens to the exterior of the hotel.

d.  
Trade this room for one on the 12th floor, near the elevators and a fire exit, and opens to the interior of the hotel. 


The correct choice is to change rooms, thus being an unpredictable target. A room above the 3rd floor with no balcony that opens onto the interior of the hotel is better, because outside intruders are less likely to have unsupervised access. A room away from the street may be less exposed to a street-level bomb blast. Also, in the event of an emergency, a fire truck ladder can reach up to the 10th floor or you may escape through a nearby fire exit. 

(Off Slide #20, On Slide #21)

2.  
Inspecting Your Room.  Which items should be checked in your hotel room?

a.  
Inspect for good operational locks on the doors, balcony, and windows.  Ensure the radio or television works.  Look for a lock box in the room or availability of the hotel safe.  Also, ensure the phone works and that you know how to place emergency calls.

b.  
Inspect for good operational locks on the doors and windows.  Ensure the cable television works.  Look for a lock box to secure any classified information.  Also, ensure the phone works and that you know how to place emergency calls.

c.  
Inspect for good operational locks on the doors. Ensure the television works.  Look for a lock box and mini-bar in the room.  Also, ensure the phone works.

   

The best answer is the first one.  Inspect for good operational locks on the doors, balcony, and windows.  Ensure the radio or television works for emergency news.  Look for a lock box in the room or use the hotel safe to secure personal valuables.  Also, make sure you know how to place a call on the hotel phone system to police and fire rescue, and to the security office at the local U.S. military installation.

(Off Slide #21, On Slide #22)

3.  
Dining Out.  After making sure everything is in order, you head down to a nearby restaurant.  You wisely ask for a table inside, because the street side tables are more exposed to possible dangers. The restaurant is not very busy, and one friendly stranger (of the opposite gender) moves to the table next to yours and starts asking where you are from and what you do.  How should you respond?

a.  
Tell the stranger to leave you alone.

b.  
Try to be courteous and respectful, but do not respond to efforts to discuss personal things or about your purpose here.

c.  
Be careful to learn the intentions of the stranger before engaging in conversation.


The best choice is to be courteous and respectful, but offer no encouragement to discuss personal things or your purpose here.  This will maintain your anonymity without calling more attention to yourself.  Exercise caution to protect your identity, nationality, military affiliation and activities, and hotel location from other restaurant patrons you might encounter.  Be aware that criminals or terrorists may use tactics of seduction to gain access, influence, or information.

(Off Slide #22, On Slide #23)

4.  
Returning to your room.  You finish dinner and head back to your room.  Thinking about the individual in the restaurant, you decide to eat in the hotel restaurant or use room service next time.  In the lobby, you think you recognize the same individual from the restaurant who seemed overly interested in your purpose in Los Angeles. You notice that lights in the elevator lobby indicate on which floors the elevator stops.  You know you should take some precaution.  How do you proceed?

a.  
Go to a secure area of the hotel (gift shop, restaurant) where you can discretely watch the suspicious individual in the lobby, and then take the elevator directly to your floor.

b.  
Stop at a secure, public area of the hotel (gift shop, restaurant) for a few minutes.  If the individual is still there, go to the front desk and report the stranger.  Ask for a member of the hotel staff to escort you, and go to your room by an indirect route.  Inform your unit security officer of the possible surveillance and provide a description of the individual.

c.  
Avoid the suspicious individual, and take the elevator to the fifth floor, exit, and then take another elevator or the staircase to your floor. Inform your unit security officer of the possible surveillance and provide a description of the individual. 

 

The correct choice is to report to hotel management and ask for an escort to your room.  You are less vulnerable with an escort.  Take an indirect route to your room by riding an elevator to a wrong floor, and then take another elevator or stairs to the correct floor.  This conceals your floor to an observer in the lobby.  If you believe the person is a threat, do not ignore your instincts.  By reporting the suspicious person, you may deter a crime.  Informing your unit security officer is good teamwork.  



(Off Slide #23, On Slide #24)

F.  
Vehicle Improvised Explosive Device.  Next, we’re going to discuss the following antiterrorism concepts about automobiles and inspection for tampering and explosive devices:  
1. Inspecting the vehicle for tampering.

2. Finding a suspicious package.

3. Changing Plans.

--------------

(Off Slide #24, On Slide #25)
1.  
Inspecting the Vehicle.  After having breakfast in your room the next morning, you go to the parking garage to get your vehicle.  You wisely complete an inspection of the exterior, undercarriage, and wheel wells without touching the car.  You found nothing out of the ordinary.  What do you do next? 

a.  
Continue the inspection by thoroughly looking in the engine compartment and fuel door.  Alert the hotel manager immediately if you find any sign of tampering.

b.  
Continue the inspection by looking in the interior and trunk.  Alert the hotel manager immediately if you find any sign of tampering.

c.  
Continue the inspection by checking inside the interior, engine compartment, fuel door, and trunk.  Alert the hotel manager or police immediately if you find any sign of tampering.


The correct procedure is to inspect the exterior first (including undercarriage and wheel wells) without touching the car, to avoid disturbing a bomb you might detect visually. Then, open and inspect the interior, engine compartment, fuel door, and trunk. Look for any evidence of tampering, such as unusual wires, boxes, metal pipes, cut wire insulation, or wire clippings. Alert the hotel manager or police immediately if you find any evidence of tampering.
(Off Slide #25, On Slide #26)

2.  
Finding a Suspicious Package.  There appears to be a strange box wedged behind one of the rear wheels of your car. You know that you must do something about it, and wisely decide not to move the box. What do you do?

a.  
Ask bystanders if they saw who put the box behind the wheel of your car. 
b.  
Go to the hotel desk and tell the manager or inform the police that your vehicle has been tampered with. 

c.  
Perform a careful inspection of the box, looking for protruding wires and oil spots.


The correct choice is to tell the hotel staff or police that someone has tampered with your car. They will use the appropriate procedures for dealing with a bomb threat. By contacting proper authorities, you help ensure no one is injured by this potential improvised explosive devise (IED). You should not try to determine if the box is a bomb. 
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3.  
Changing Plans.  The police bomb squad removed the shoebox under your car and found a smoke grenade with the pin pulled, so it would discharge when you moved the car. Though it might not have caused any harm, it was clearly a malicious act and suggests that you are being targeted. What precautions do you take to protect yourself?

a.  
Turn in your current rental car for a new one but keep the same hotel.
b.  
Request the bomb squad inspect your car, then grab your belongings and go to the base using a different route.  Inform base security of the incident, change to a different hotel, and trade in your rental car for a different one.

c.  
Drive immediately to the base using a different route than the day before.


The correct action is to ask the bomb squad to inspect your car, then grab your belongings and drive to the base using a different route. The base is your safest environment. There you can inform base security of the incident, change to a different hotel, and trade in your rental car for a different one. This provides maximum immediate security, and by changing hotels and cars, you may foil someone performing surveillance against you.

TRANSITION:  Let’s now transition to security measures on a government installation and discuss antiterrorism concepts that apply to your stay actions aboard a military installation.
(Off Slide #27, On Slide #28)
G.  
On a Government Installation.  We will now discuss antiterrorism concepts as they relate to military base security -- more specifically, how you can be a vigilant security contributor and team player.  Our discussion will include:  
1. Approaching the gate.

2. Detecting surveillance.

3. Noticing a violation.

4. Making lunch plans.

--------------

(Off Slide #28, On Slide #29)
1.  
Approaching the Gate.  Security appears to be very tight at the front gate. Guards are performing 100% ID checks and inspecting vehicles with the aid of dogs and with mirrors to see undercarriages. A security camera is aimed at the vehicle inspection area. You remember that the base is at Force Protection Condition ALPHA, and conclude that this might be a Random Antiterrorism Measure (RAM), since 100% vehicle inspections are normally done at higher FORCE PROTECTION CONDITIONS. You wisely decide not to do anything to hassle the guards and not to get out of your car until instructed to do so. While waiting in line for a vehicle inspection at the gate, what do you do?

a.  
When you are motioned forward, provide ID and get out of the car to open doors, trunk, and hood. Try to actively participate in the inspection by getting into every detail of the inspection with the guard. 
b.  
Stay in your car and get out two photo IDs. Wait to be motioned forward, provide ID when asked, and follow instructions to get out of the car and open doors, trunk, and hood. Try to strike up some conversation with the guard inspecting your car. 

c.  
Stay in your car, get out two photo IDs for all occupants, and look around for suspicious activities outside the gate. Wait to be motioned forward, provide IDs when asked, and follow instructions to get out of the car and open doors, trunk, and hood. Avoid making sudden or unexpected movements.

The correct choice is the last one.  Stay in your car and get out photo IDs. While waiting, remain alert for suspicious things outside the gate area, and cooperate with instructions when motioned forward for inspection. You are more protected by remaining in your car. Be patient, since the guards are following very specific procedures. Avoid making sudden movements that might be misinterpreted by guards and stand by while the guard performs the vehicle inspection. Unit security requires teamwork.
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2.  
Detecting Surveillance.  While waiting at the gate, you notice a man across the street at a bus stop reading a newspaper. He seems to be watching the activities at the gate over the top of his newspaper. A bus arrives and leaves, but the man is still standing there. You know you should do something and wisely decide not to approach him. What should you do?

a.  
Carefully get out of line and drive away from the base, passing the stranger to get a thorough description for the security forces.


b.  
Tell the security guard what you have seen and provide a description of the individual. 

c.  
Check to see if the person is still there when you leave in the evening and return in the morning. If you see him again, report it to security forces.

The correct choice is to report and describe the person to the gate security.  They are responsible for security on the base and will make the decision on how to deal with potential surveillance.  In this way you are being a good team player.  Suspicious activity should be reported immediately, and no action should be taken on your part that might put you at personal risk or cause the individual to believe he may have been spotted.
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3.  
Noticing a Violation.  You also notice other security measures on the base. Temporary barriers have been erected in the parking lot, so no one can park closer than 100 feet to any buildings, and there are guards at several locations. At the conference facility, there is a 100% ID check at the front door. As you walk about, you notice that a rear door to the auditorium has been propped open with a box. No one is guarding the door. You know you should do something, but what?

a.  
Close the door and then point out the security violation to one of the conference managers. 

b.  
Point out the security violation to one of the conference managers.

c.  
Keep an eye on the door yourself until a conference manager or security official comes along.

The correct choice is to point out the security violation to one of the conference managers.  You are being a team player when you remind others of the importance of security. 







(Off Slide #31, On Slide #32)

4.  
Making Lunch Plans.  Before the lunch break, the conference host cautions that a violent extremist group has threatened to seek revenge for alleged crimes by the U.S. military. Several of the people you have been meeting with propose to eat at an open-air restaurant just off base that is known as a popular GI hangout. What do you do?

a.  
Join them for lunch; there is safety in numbers.

b.  
Suggest they find a less visible location off base.

c.  
Propose they eat at a restaurant concession on the base.

 

The correct choice is to find a place to eat on base.  When possible, you should remain in a secure location while you are under the threat of surveillance or attack.  You are a team player when you remind others to be security conscious. If you must eat off-base, try to eat at a place that is frequented by the local population and not just U.S. military personnel; this will help lower your vulnerability.  Also, an indoor table is safer than an exposed sidewalk dining area.

(Off Slide #32, On Slide #33)

TRANSITION:  Our service member is having one tough week, is he not?  I’ll bet the next time his commander tells him he’s going on a trip, he’ll ask if someone else can go in his place.  Things aren’t going to get any better for him, though.  He’s done for the day, and he’s going to go back to his hotel.  His day has been long, and it’s about to get even longer.  What we’re going to talk about next is hostage survival, with antiterrorism tips that may help you make it through a hostage situation. Are there any questions before we go on?
(Off Slide #33, On Slide #34)

H.  
Hostage Survival.  We’re going to discuss the following antiterrorism concepts as they relate to hostage survival:   

1.  
Receiving an unexpected delivery.

2.  
Responding to a threat.

3.  
Dealing with the terrorists.

4.  
Being rescued.

--------------

(Off Slide #34, On Slide #35)

1.  
Receiving an Unexpected Delivery.  Back at the hotel, you decide to stay in your room to avoid exposure. But at 9:00 pm, you hear a knock at the door and, through the peephole; see a person in a hotel staff uniform. When you ask who it is, a man says he is room service and he has a delivery for you. You remember you are expecting a fax from your home base, but you wisely decide not to open your door to a stranger. What do you do?

a.  
Ask who the delivery is for, and then tell them to leave it at your door and you will get it in a while.

b.  
Ask whom the delivery is for, tell the person to wait, and then call the hotel front desk to confirm the identity of the hotel employee at your door before receiving the delivery. 

c.  
Tell them to leave it at the front desk and you will get it at your convenience. Then call the front desk to confirm the package sender and addressee.  If not urgent, get it in the morning.


The correct choice is to tell the person to return it to the front desk.  Then you can call to confirm the delivery addressee and sender and, if not urgent, get it in the morning.  This way, you are controlling access to your room and your person.  To preserve your anonymity, do not ask who it is for.

(Off Slide #35, On Slide #36)

2.  
Responding to a Threat.  Before you can respond, you hear a key rattle in the door and a man shoves it open. Standing six feet from you, the intruder points a very large handgun at you. Another man holds a hotel employee at gunpoint outside the door.  What do you do?

a.  
Since you are threatened with deadly force, do not resist as the intruder comes in to search your room and belongings.

b.  
Try to slam the door as quickly and as hard as you can, then duck to the floor.

c.  
Grapple with the intruder for control of his weapon.


The correct choice is to stop resistance when you face deadly force.  The best way to stay alive and unhurt at this point is to cooperate with the intruder.

(Off Slide #36, On Slide #37)

3.  
Dealing with the Terrorists.  The intruders bind you and the hotel employee, and search your room. They become excited when they find papers with DoD markings in your briefcase and your military ID in your wallet. They curse at you, call you an imperialist, and accuse the U.S. of crimes against the developing world. They see everything as being related to their political viewpoint. The political diatribe is irritating and you are tired of being tied up. You wisely control your temper, stay calm, and avoid arguing with them. They ask lots of questions about your duty position, your unit mission, and your training. How do you respond? 

a.  
Use your imagination to invent stories to confuse them and resist their interrogations. Respond to questions but do not engage in conversation.

b.  
Answer their questions calmly, but do not agree to their accusations.  Lie only to protect classified information, and stick with a simple, credible story. Tell them you do not understand the questions or do not know the answer on topics that are beyond your responsibility, and do not inflate your personal importance.

c.  
Try to be responsive to their questions, so they see you as cooperative.  Do your best to answer their questions without giving away classified information.  Show sympathy to their political viewpoints.


The correct choice is the second one. Respond to their questions in a calm, respectful, and nonpolitical manner. You should not agree with outrageous accusations, but behave so they will see you as an innocent person.  Tell them you do not understand the question or do not know the answer on topics that are beyond your responsibility, and do not inflate your personal importance.  Lie only to protect classified information.  You should think in advance about what you would do and plan ahead, in order to control your emotions and fears in this type of dangerous situation. 

(Off Slide #37, On Slide #38)

4.  
Being Rescued.  During the night, you try to reassure the hotel employee and remain calm, patient, and cooperative, so as not to make the terrorists angry. At 9:00 the next morning, there is a knock on the door. A voice asks: Are you all right in there? The captors hiss, keep quiet, and look panicky. Moments later, a key rattles in the lock, and one of the captors shouts, “Go away!” The door falls silent. Suddenly, with a crashing sound the door flies open. You wisely choose not to attack your captors and to stay off your feet. What do you do?

a.  
Roll off the bed, remain quiet, and stay on the floor until you are told to do otherwise.

b.  
Shout instructions to the rescue team and fall to the floor.

c.  
Remain still, seated on the bed, and shout warnings to the rescue team.


The correct choice is to roll to the floor and stay down and quiet. In this way, you reduce your profile as a target and the likelihood the rescuers might mistake your actions as threatening. By remaining quiet, you do not draw the attention of the rescue team from the armed terrorists.

   (Off Slide #38, On Slide #39)

TRANSITION:  Are there any questions at this point?  If not, let’s continue on.  After the hostage incident, the local police question you in detail.  When you call your unit back home, you are told to return to your home base since there seemed to be so much trouble on this trip.  Moving on, you make it back to your home base without incident.  You’ve probably learned a lot from all the problems you encountered on your trip to the west coast.  Now that you’re back, though, there are a few more antiterrorism concepts you need to think about.  
 (Off Slide #39, On Slide #40) 

I.  
Returning Home.  We will discuss the following antiterrorism concepts as they relate to home security:   
1. Suggesting base security measures.

2.  
Reviewing office/unit security.

3.  
Planning for home security.

--------------

 (Off Slide #40, On Slide #41)

1.  
Suggesting Base Security Measures.  You finished your temporary duty in Los Angeles and go to brief your commander about your eventful trip. He is very interested in the security measures you saw at the base you were visiting, including the security hotline, the identification checks at the front gate, and barriers to prevent parking next to buildings. Though your installation faces no new or specific threats, your commander is interested in how antiterrorism security might be improved on your home base. You wisely note that every DoD installation is a potential target and that something should be done to deter terrorist attack. What do you suggest?

a.  
Increase the Force Protection Condition and implement continuous, 100% vehicle inspections at the gates because you never know when you might be attacked.
b.  
Randomly use some higher-level Force Protection Condition measures, such as gate checks and immediate response drills, and rehearse them.  Increase security awareness and confuse terrorists performing surveillance.  Also, establish a security hotline and increase cooperation with local community police to anticipate new threats. 

c.  
Seek better threat intelligence, improve planning for potential terrorist incidents, and increase foot patrols around the installation perimeter.


The best choice is to recommend random use of some higher-level measures at the current Force Protection Condition.  These Random Antiterrorism Measures (RAMs) vary unit routines and frustrate terrorist planning.  Examples include random gate checks and occasional immediate response drills.  They also raise antiterrorism awareness and rehearse plans and procedures.  Other good ideas are a security hotline and close cooperation with local community police to anticipate new threats.

    (Off Slide #41, On Slide #42)

2.  
Reviewing Office/Unit Security.  After your experiences in Los Angeles, you have developed a greater awareness of security at your home base. While working in your office, you notice that one of the local janitorial workers takes the time to search through the contents of a trashcan while cleaning up. You know you must do something, but wisely decide not to approach him directly. What should you do? 

a.  
Observe him for a few days to make sure of your suspicions, making a thorough list of activities to provide to security if the suspicious behavior continues. 

b.  
Make a list of his suspicious activities and report this person to your supervisor immediately.

c.  
Make a thorough list of his activities and report him to your supervisor immediately.


The best choice is #2.  You need to report the suspicious behavior immediately and let the authorities determine if there is any reason for concern.





  (Off Slide #42, On Slide #43)

3.  
Reviewing Office/Unit Security (continued).  You are in your unit mailroom and find three undelivered packages sitting on a table. You choose to examine them to determine if the packages are suspicious. You know that suspicious packages should be left alone and the room isolated while security personnel are notified. What actions should you take in response to a suspicious looking package?

a.  
Without opening the package, thoroughly examine it looking for oily spots on the outside and protruding wires.

b.  
Destroy the package immediately by immersing it in water.

c.  
Leave the package alone, isolate the room, and notify security personnel.


The correct answer is that suspicious packages should be left alone and the room isolated while security personnel are notified.  A suspicious package can have numerous red flags, such as an address to a person that no longer works in your facility, a marking of "Personal For" a specific individual, oily stains, uneven balance or shape, and a return address that does not match the postmark. Other indicators may include a handwritten address, no return address, misspellings, unusual odor, excess postage, or a foreign style of handwriting. Suspicious packages will frequently have a combination of these indicators. 

 (Off Slide #43, On Slide #44)

4.  
Reviewing Office/Unit Security (continued).  A security guard enters your workspace and loudly instructs workers to evacuate immediately through the rear staircase. You do not see or hear any alarms, nor have you ever seen this particular guard before. What do you do?

a.  
Quickly secure classified information, and then exit down the rear staircase.

b.  
Ask the security guard for identification and an explanation before complying.

c.  
Wait to see what other workers in your office do, since it might be a false alarm or just a drill.

d.  
Call security to confirm there is an actual emergency before complying.


The best decision is to quickly secure classified information and precisely follow the guard’s instructions, in this case to use the rear staircase, helping coworkers along the way. Proceed to the rally point designated in your unit emergency plan and account for all personnel. Then, be alert for opportunities to assist emergency personnel, if appropriate. Immediate response and evacuation procedures saved many lives during the Khobar Towers attack, so it is important to act quickly. While being suspicious can be good for security, it can also be counterproductive in an emergency.

   (Off Slide #44, On Slide #45)

TRANSITION:  We have talked extensively about DoD travel and on-base antiterrorism and security measures.  Are there any questions?  Let’s now focus on your security at home and with your families.   

 (Off Slide #45, On Slide #46)

5.  
Planning for Home Security.  In light of your recent experiences, you decide to discuss security with your family to ensure their safety. You decide to make a family security plan. Which does NOT make sense for security and safety at home?

a.  
Post emergency telephone numbers near the phone and ensure young children know how to use them. Do not answer the phone with your name and rank, and report suspicious calls to the police and telephone company.
b.  
Establish household rules that only a responsible adult may open an outside door to a visitor. Instruct young children not to leave the house without adult permission, and not to accept gifts or a ride from strangers. 

c.  
Rehearse the use of a first aid kit and fire extinguisher at home, and plan a location in a well-lit public area for family members to gather if they have to leave the house in an emergency.
d.  
Prominently display your name and rank on your house or mailbox and avoid unnecessary contact with neighbors.


The INCORRECT action is to prominently display your name and rank on your house or mailbox. This may be a common practice in some communities, but it is generally best not to identify yourself needlessly. It is a good idea to get to know your neighbors and look out for property and the safety of others. The other responses were all good ideas for residential security.

 (Off Slide #46, On Slide #47)

6.  
Planning for Home Security (continued).  You choose to implement additional physical security measures for your house. You check the doors for locks and find several things to work on. Which does NOT make sense for security at home?

a.  
Replace or re-key the locks, add a deadbolt, install window locks and bars, and keep cars in a locked garage.

b.  
Cut back shrubbery to reduce hiding places near your house and plant thorny vines along fences.  Cover area under windows with gravel to make noise under foot.

c.  
Place a door key under a flowerpot on the front porch just in case one of you gets locked out.

d.  
Put up additional exterior lighting and install a peephole in outside doors to increase visibility around your house.  Install curtains to reduce the ability of prowlers to look into the house.

e.  
Display “Beware of Dog” or security/alarm service warning signs.  Display a “Neighborhood Watch” sign.  


The INCORRECT action is to hide a key outside your house. This is a common mistake, and thieves and intruders know it. If they find it, you have given them easy access to your home. Good ideas for residential security include improving access control with better locks, making it harder for prowlers to snoop undetected, and adding deterrence signs for security systems and dogs.

TRANSITION:  We’ve discussed quite a bit up to this point.  Let's take a few moments to review what we’ve learned by answering a few questions? 





      (Off Slide #47, On Slide #48)

VIII. DISCUSSION QUESTIONS
    




      
A.  
In general, what is the definition of terrorism?

Answer: The Department of Defense defines terrorism as the calculated use of unlawful violence or threat of violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious, or ideological. 

B.  
What personal security measures should you take if you are driving in a car and suspect you are being followed?

Answer: Drive to a safe, familiar public location.  If you are familiar with the city, you should drive to a police station; but in unfamiliar surroundings, stick with the places and routes you know. Stay a car-length behind other vehicles when stopped to avoid being boxed-in and avoid streets or alleys where you might become trapped.  Drive defensively to avoid an accident.  Provide a vehicle description to your unit security officer.

IX.
Distribute “Antiterrorism Individual Protective Measures” handout and briefly review.
X. 
SUMMARY









       
In summary, let’s go back to the introduction and Brigadier General Dozier.  If you recall, BG Dozier maintained a regular routine and seemed to express little to no concern about personal security in an area that had a significant terrorist threat.

The Red Brigade terrorists that kidnapped BG Dozier studied his apartment and his movements for over 30 days.  They viewed his residence with binoculars from across the street, and often posed as young picnickers, with no children, in a park near the apartment.  This should have been suspicious, since children accompanied most of the couples.  The kidnappers often stood at a bus stop as well, looking at the BG’s apartment while buses passed, or they took a bus and returned a short time later.  One kidnapper actually approached Mrs. Dozier at a bus stop.

The Red Brigade terrorists also visited the Dozier home.  A pair posing as utility readers made two visits.  This was unusual, since meter readers normally worked alone.  A female terrorist posed as an opinion poll taker. Mrs. Dozier accepted the unscheduled visit and allowed her into the apartment.  However, the terrorists did not notice the General jogged each day at 0600 hours!  

One day, three men and a woman parked behind the apartment building in a rented blue van.  Two men in coveralls with tool bags rang the buzzer, and BG Dozier asked who was there.  They said they were plumbers and needed to check his apartment for a leak in the apartment below.  BG Dozier ignored two warning signs.  Visitors usually rang the outside bell before ringing the apartment bell.  Also, his landlord had not scheduled the visit; but the building was old and leaks were common, so he let them in.  He and his wife trusted strangers and allowed terrorists access to their apartment on more than one occasion.  BG Dozier maintained a regular routine, presenting an easy target.  Finally, neither the General, nor his wife, appeared alert at any time for unusual activities and individuals in their normal surroundings.  

Considering what we have learned today about terrorism and how we can reduce our vulnerability to terrorist activities, we can hopefully reduce the chances of our becoming a target or victim of terrorism. 

ANTITERRORISM INDIVIDUAL PROTECTIVE MEASURES

      AT ALL TIMES


      BOMB INCIDENTS


  AT AIRPORT TERMINALS

* Vary eating establishments
     * Be suspicious of objects
 * Use concealed bag tags


* Alternate shopping locations       found around house, office,   
 * Spend as little time as  

* Do not establish a pattern

or auto



   possible in airports

* Avoid crowded areas

     * Check mail & packages for:
 * Pass through the airport

* Be especially alert exiting
    
- Unusual odors

   security checks quickly.

  bars, restaurants, etc.
       
- Too much wrapping

   Once through security,

* Know how to use the local 
       
- Bulges, bumps, odd shapes      proceed to a lounge or 

  phone system and carry
       
- No return or unfamiliar
   other open area away from

  “telephone change”                    return address

   luggage lockers.  If 

* Know emergency phone numbers
- Incorrect spelling or poor     possible, sit with your

  for police, ambulance, and            typing                         back against a wall.

  hospital                           
- Items sent “registered” or   * Remain alert.  Be a people

* Know location of the US Embassy       marked “personal”              watcher

  and other safe locations where     
- Protruding wires or strings   

  you can find refuge or assistance  
- Unusually light or heavy 

                                        packages





      * Isolate suspect letters or 

                                      packages.  Do not immerse them

                                      in water.  Doing so may cause 

                                      them to explode

   AT HOTELS
   
 
                        FROM DOMICILE TO DUTY 
 

* Do not give room numbers to strangers


* Alternate parking places

* Choose an inside hotel room


    
* Lock car when unattended

* Sleep away from street side windows


* Look for tampering.  Look under your auto.

* Leave lights on when room is vacant


  Be alert when opening vehicle door.

* Pull curtains





* Keep gas tank at least half full

* Arrange knock signals




* If possible, alternate routes.  Avoid 










  checkpoints

* Answer telephone “hello”.  Do not use name

* Plan “escape” routes as you drive

  and rank







* Watch mopeds and motorcycles carefully

* Lock your hotel door when you exit


* Do not pick up hitchhikers

* If confronted, have a plan of action ready

* Drive with windows up and doors locked

* Occasionally exit/enter through the rear 

  entrance of the hotel

* Keep your room key in your possession at all 

  times  













OCJCS PC 5260 FEB 97
INSTRUCTOR’S NOTE:


Ensure LCD or overhead projector is in place and presentation is ready.  Have the introductory slide on screen.








INSTRUCTOR’S NOTE:


This section of the presentation presents a series of situations with multiple courses of action.  Each situation is designed to highlight one or more Antiterrorism themes.  Lead and moderate this portion    of the presentation, clarifying appropriate courses of action for the midshipmen. 
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