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NAVAL RESERVE OFFICERS TRAINING CORPS

NAVAL SCIENCE LABORATORY

LESSON 16

HOURS: 1

TITLE:  FORCE PROTECTION

I.   LEARNING OBJECTIVES

A.  
Terminal Learning Objective:  Know the force protection measures that can be utilized to combat terrorism.

B.  
Enabling Learning Objectives:

1. Know the eight Department of Defense factors used to measure a regional/environmental threat posed by terrorists.

2. Apply general avoidance measures to avoid becoming a potential terrorist victim.

3. Know the Defense Intelligence Agency Threat Levels.

4. Know the Department of Defense Force Protection Conditions.   

II.  REFERENCES AND TEXTS
A. Instructor references

1. DoD Antiterrorism Training website at:   http://at-awareness.org/index.html
2. Joint Services Guide 5260, "Antiterrorism Personal Protection Guide: A Self-Help Guide to Antiterrorism,” October 2002 (Available online at: http://www.dtic.mil/doctrine/jel/cjcsd/cjcsi/g5260.pdf.)  
3. Joint Publication 3-07.2, "Joint Tactics, Techniques, and Procedures for Antiterrorism,"   17 March 1998

4. Joint Publication 1-02, "Department of Defense Dictionary of Military and Associated Terms,"    12 April 2001 (as amended through 23 January 2002) 

5. Jane's Counter Terrorism

B.  
Student texts:  None

III. INSTRUCTIONAL AIDS

A. PowerPoint slides included with this guide or instructor-prepared transparencies

B.  
LCD Projection system or overhead projector

C.  
Computer

IV.  INSTRUCTOR PREPARATION

A.  
Review references, texts, and lesson plan.

B.  
Customize the media/PowerPoint presentation. 

V.   SUGGESTED TEACHING METHODS AND PROCEDURES

A.  
Method Options: Lecture/Discussion 

B.  
Procedural and student activity options: None

VI.  INTRODUCTION
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A.  
GAIN ATTENTION:  At 0617 on October 23, 1983, a suicide bomber rammed a pickup truck packed with explosives into an airport building full of sleeping Marines.  The resulting explosion collapsed the four-story structure and killed 241 Marines.  After studying the U.S. compound, the terrorists decided to use a truck identical to the trucks delivering cargo to the Beirut airport.  Those trucks passed routinely in front of the Marine barracks.
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Witnesses said the bomber drove into the airport parking lot outside the Marine fence, where a sentry spotted the pickup and radioed headquarters. The truck then sped up, smashed through a gate and a sandbagged guard post, roared around another barrier, and vaulted through the sandbagged lobby of the building where it blew up.  No Marine sentry ever fired at the vehicle.  

(Off Slide #3, On Slide #4)

B.  
OVERVIEW:  No one is immune from terrorism.  Terrorists have targeted military members in the past, and they will continue to be targets in the future.   The purpose of this lesson is to make you aware of force protection elements, such as threat factors, threat levels, and force protection conditions.

C.  
LEARNING OBJECTIVES:  Review the learning objectives for this lesson.
D.  
METHOD/MEDIA:  This lesson will be taught by lecture and discussion, with the aid of various slides.  

TRANSITION:  Are there any questions about what we will be covering today or how we will accomplish our task?  As a future officer, you will often travel abroad aboard a naval vessel, or in some other service capacity.  As such, you may be vulnerable to terrorist attack.  That is not to say you may not be vulnerable on base or while traveling in the United States.  In either case, you need to know the Department of Defense Threat Factors, Threat Levels, and Force Protection Conditions as they apply to all regions and areas of the world.  Let’s start by talking about Threat Factors.    

VII. PRESENTATION
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A.  
Threat Factors.  There are eight factors you should consider to better understand the terrorist threat in your immediate environment.  If you make a point of thinking about these factors, you will be better prepared for the potential risks you might face from terrorists.

1. Threat Groups.  Are there any terrorist groups in my area?

2. Potential for Violence.  Are these groups violent?

3. Victim Nationalities.  Do they attack Americans?
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4. Present Level of Activity.

5. Level of Sophistication.

6. Methods of Operation.  What should you protect against, in particular?
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7. Level of Popular Support: Will the local populace warn Americans of an attack?

8. Common Tactics: What tactics, weapons, and/or type of attack should you particularly guard against?
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B.  
General Avoidance Measures.  To attack you, terrorists generally must perceive you, your associates, or your location as a target. Do not be an easy target.

1.  
Avoid terrorist targets – Popular areas or clubs.

2.  
Association – Attempt to blend into the local population.  Do not stand out as an American military person.

3.  
Opportunity – Don’t be an easy target.

4.  
Large, vulnerable groups – Large groups of Americans at bus stops, nightclubs, hotels, and apartment buildings are lucrative targets for terrorists.  Don’t congregate in large groups.

5.  
Name – Be aware of your name on your quarters, office, discarded mail, contents of wallet, rosters, etc.
6.  
Appearance of Importance – VIP Treatment, official cars, salutes, passports, reserved parking, titles and rank, cell phones, and pagers all indicate importance.
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C.  
Threat Levels.  The Defense Intelligence Agency sets the DoD terrorism threat level in a given country based on analysis of terrorist groups and the general operating environment.  Unified Commanders may assign a threat level for specific personnel and locations based on local factors.  Note that Threat Levels are not the same thing as Force Protection Conditions.  Changes in Threat Level may cause changes in Force Protection Conditions used to protect DoD personnel in a specific location.  The Threat Levels are:
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1.  
High:  Terrorists are active and use violent attacks against Americans.  There is a substantial DoD presence and the operating environment favors the terrorist.

2.  
Significant:  Terrorists are present and prefer violent attacks against Americans, but have only limited operational activity.  The operating environment is neutral.

3.  
Moderate:  Terrorists are present, but there are no indications of anti-U.S. activity.  The operating environment favors the host nation/U.S.

4.  
Low:  No group is detected or the group activity is non-threatening.
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D.  
Force Protection Conditions.  U.S. military facilities use a variety of protective measures to reduce vulnerability to terrorist attack.  These measures are organized in a system called Force Protection Conditions, or FPCONs.  As the threat of attack changes, the FPCON changes to protect DoD service members, civilians, and family members.  Sample force protections measures are: Gate Guards, Barriers, ID Checks, Vehicle Inspections, Patrols, and Planned Rehearsals. 
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1. FPCON Normal.  
a. The routine security measures at a specific installation are called FPCON Normal.  Although terrorists could attack at any time, the best information available indicates only routine security measures are needed.

b. Commanders design protective measures appropriate for the local situation.  They can apply additional protective measures and move to a higher FPCON as needed.
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2. FPCON Alpha.  
a. There is a general threat of possible terrorist activity, but the nature and extent of the threat is unpredictable.  FPCON Alpha protective measures may be sustained indefinitely.

b. Commanders take steps to increase awareness and limit access to military facilities.  Response procedures are reviewed and random checks are increased.

c. You can expect random vehicle checks and enhanced crime prevention efforts on base.  When the FPCON increases, you should be alert for suspicious activity and reduce your personal exposure.
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3. FPCON Bravo.  
a. There is an increased or more predictable threat of terrorist activity.  Sustaining FPCON Bravo measures for a prolonged period may affect operational capability and impact relations with the local community.
b. Commanders increase ID checks and inspection of facilities, deliveries, and packages.  Some traffic will be restricted and vehicle barriers emplaced.

c. Expect to experience delays due to ID checks and vehicle inspections.  There will be more guards on your installation, and you may receive special instructions or duties to enhance security.  You should be extra alert, limit public exposure, and think about personal plans in the case of an incident.
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4.  
FPCON Charlie.  
a. A terrorist incident has occurred or intelligence is received indicating some form of terrorist action or targeting against personnel or facilities is likely. FPCON Charlie measures will create hardship and affect the activities of the unit and its personnel.

b. Commanders continue all FPCON Bravo measures and further restrict access to military facilities, increase barriers against vehicle attacks, and increase random security patrols.

c. In addition to inconvenient delays, you can expect special instructions and extra duties to support unit security.  Be prepared for extra watch, alert orders, and emergency response drills.  You should significantly limit off-duty activities, reduce public exposure, and review personal emergency action plans.
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5.
FPCON Delta.  
a. Applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action against a specific location or person is imminent.  FPCON Delta is declared as a local condition and, because it disrupts normal operations, is not intended to be sustained for substantial periods of time.

b. Commanders bring their units to a high state of alert, and many mission activities are delayed or canceled. All nonessential activities and movements are suspended, and resources are focused on defense against attack.
c. This condition is rare, and if it occurs, you should expect to suspend normal activities and adopt an alert, defensive posture.  Immediately check with your leadership for instructions.
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TRANSITION:  We’ve discussed quite a bit up to this point.  Let's take a few moments to review what we’ve learned by answering a few questions. 

VIII. DISCUSSION QUESTIONS
    






A.  
Who can describe the force protection measures for FPCON Bravo?   

Answer: There is a general threat of possible terrorist activity, but the nature and extent of the threat is unpredictable.  FPCON Alpha protective measures may be sustained indefinitely.

Commanders take steps to increase awareness and limit access to military facilities.  Response procedures are reviewed, and random checks are increased.

You can expect random vehicle checks and enhanced crime prevention efforts on base.  When the FPCON increases, you should be alert for suspicious activity and reduce your personal exposure.

B.  
What is the difference between a Threat Level and a Force Condition?

Answer: The Defense Intelligence Agency sets the DoD terrorism threat level in a given country based on analysis of terrorist groups and the general operating environment.  U.S. military commanders use a variety of protective measures in response to DoD Threat Levels to reduce vulnerability to terrorist attack.  These measures are organized in a system called Force Protection Conditions, or FPCONs.

IX.  SUMMARY











No one is immune from terrorism.  Military members have been the target of terrorists in the past, and they will continue to be targets in the future.  The purpose of this lesson was to make you aware of force protection elements, such as threat factors, threat levels, and force protection conditions.  As a future officer, you will participate in force protection, and your day-to-day life and military operations will be affected by FPCONs.

INSTRUCTOR’S NOTE:


Ensure LCD or overhead projector is in place and presentation is ready.  Have the introductory slide on screen.
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