NAVAL RESERVE OFFICERS TRAINING CORPS

NAVAL SCIENCE LABORATORY

LESSON 18
HOURS: 1

TITLE:  OPERATIONS SECURITY (OPSEC)
I.  
LEARNING OBJECTIVES

A. Terminal Learning Objective:  Comprehend the requirement for operations security for military forces.

B. Enabling Learning Objectives:

1. Comprehend the OPSEC process.

2. Understand the need for OPSEC, including recognition of the OPSEC threat.

3. Understand the concept of Essential Elements of Friendly Information (EEFI).

4. Know the protective measures used in OPSEC. 

II.  REFERENCES AND TEXTS

A.  
Instructor references

1.
Joint Pub 3-54 (Series), "Joint Doctrine for Operations Security" (Available at: http://www.dtic.mil/doctrine/.)

2. OPNAVINST 3432.1 (Series), "Operations Security" (Available at: http://neds.daps.dla.mil/Directives/3432_1.pdf.)
B. 
Student Texts:  None

III. INSTRUCTIONAL AIDS

A.  
PowerPoint slides included with this guide or instructor-prepared transparencies

B.  
LCD Projection system or overhead projector

C.  
Computer

IV.  INSTRUCTOR PREPARATION

A. 
Review references and lesson plan.

B. 
Customize the media/PowerPoint presentation. 

V.  
SUGGESTED TEACHING METHODS AND PROCEDURES

A. 
Method Options:

1. Lecture/Discussion 

2. 
View slide presentation and facilitate discussion.

 B. 
Procedural and student activity options:  None.

VI. 
INTRODUCTION






     








    
      (On Slide #1)


A.  
GAIN ATTENTION:  Since NROTC units do not routinely deal with de​fense-sensi​tive information, operational security (OPSEC) at the NROTC Unit may not receive the same em​phasis it would in the fleet.  However, defense-sensitive informa​tion does sometimes become available at NROTC units, especial​ly in the form of information relat​ed to midshipman cruises.  Considering our heightened awareness of the importance of maintaining operational security after the attacks of September 11th, 2001, and because any personnel representing the United States can become a target (at home or overseas) of individuals and groups trying to gain access to defense-sensitive information, we must all be familiar with the principles of operational security.  Even though your chances of obtaining classified or critical information before, during, or after a cruise are not great, the slightest bit of information in the wrong hands (i.e., ship movements and destinations) could be detrimental to our mission.  You must always be concerned with who is trying to gain information from you and why.  Developing and practicing an awareness of operational security at this point in your career will better prepare you to serve as an officer with the fleet. 

B.  
OVERVIEW: All NROTC units are required to conduct training (per OPNAVINST 3432.1) on the Navy's OPSEC pro​gram prior to cruise and commis​sion​ing.  During this period of instruction, we will discuss the purpose of OPSEC; definitions you will need to know; the relationship between OPSEC, Security, and Counterintelligence; and the OPSEC process as a whole. 

C.  
LEARNING OBJECTIVES:  Review the learning objectives for the lesson.
D.  
METHOD/MEDIA: This lesson will be taught using the lecture method, aided by the use of various slides.   

TRANSITION: Are there any questions about the subject we will be covering today or how we will accomplish our task?  If not, let’s begin by discussing why we need to be concerned with Operations Security and by defining Operations Security.   

VII. PRESENTATION
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A. Introduction:  As stated earlier, we do need to concern ourselves with OPSEC, because most of us will be participating in summer cruises.  Personnel on the ships, boats, or units to which you will be assigned over the summer will brief you on additional concerns and measurements required for their particular environment or theater.  Therefore, to make sure you have the proper baseline, an understanding of terms, definitions, and requirements of OPSEC will be covered first. 
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B. Definitions and Background  

1. OPSEC (Operational Security) is one of three components that maintain the secrecy essential to achieve surprise.  The other two components are Security and Counterintelligence.  The distinction between OPSEC and the other two elements is important.

a.  
OPSEC is not a security function; it is an operations function.  OPSEC and the security programs are mutually supporting.  Neither is exclusively responsible for maintaining secrecy, and both must be successful for secrecy to be preserved.   
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b.  
The OPSEC process identifies and controls critical information that indicates “friendly” (i.e., U.S.):

(1) 
Intentions.

(2) 
Capabilities.

(3) 
Activities.
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2. Security Programs deny classified information to adversaries.  These programs include physical security, personnel security, information security, and information systems security.

  




(Off Slide #5, On Slide #6)

3. Counterintelligence Programs support both security and OPSEC programs by identifying intelligence threats and methods of an adversary.
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4. Maintaining the operations security of plans and gaining the fullest possible surprise are essential to maintaining freedom of action for U.S. forces. 

5. The practice of OPSEC prevents the inadvertent compromise of sensitive or classified activities, capabilities, or intentions at the tactical, operational, and strategic levels of war.  

  




(Off Slide #7, On Slide #8)

6. Properly applied OPSEC contributes directly to operational effectiveness by enhancing the probability that an adversary is surprised or makes bad decisions due to a lack of critical information on friendly forces and equipment. 
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7. Therefore, OPSEC measures are required for:

a.  
Operations and activities relating to the equipping, preparation, deployment, sustainment, and employment of the Navy and Marine Corps in time of war, crisis, or peace.

b.  
The protection of the information contained in Operations Plans, Operations Orders, and supporting plans and orders.
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8. Inadequate OPSEC degrades operational effectiveness by hindering the achievement of surprise.

9. Excessive OPSEC can degrade operational effectiveness by interfering with required activities, such as coordination, training, and logistical support.
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10.  
To summarize, OPSEC is the control of information by knowing the threat, knowing what to protect, determining the risks, and knowing how to protect the information.

TRANSITION:  We now have a good understanding of what Operations Security is and how poor OPSEC can affect our mission(s).  We also know the differences between OPSEC, Security, and Counter Intelligence.  Are there any questions at this point?  Next, let’s discuss the OPSEC process.  This particular process is used to conduct OPSEC planning, because the need for operational security is continuous.  There isn’t a “time off” period or “information peace” period; OPSEC is a continuous responsibility, because our enemies are constantly trying to acquire information.  Understanding and applying these five basic steps of the OPSEC process are essential to the success of the Operations Securi​ty Program. 
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C.  
The OPSEC Process 

1.  
OPSEC planning is accomplished through the use of the OPSEC process.  The OPSEC process consists of five distinct actions, which are applied in a sequential manner during OPSEC planning.  These actions are the:
a.
Identification of Critical Information;

b.
Analysis of Threats;

c.
Analysis of Vulnerability;

d.
Assessment of Risk; and

e.
Application of Appropriate OPSEC Measures.

2.  
Before we can explain the OPSEC process, we need to understand a few terms:
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a. Critical Information: Specific facts about friendly intentions, capabilities, and activities vitally needed by adversaries for them to plan and act effectively to guarantee failure or unacceptable consequences for friendly mission accomplishment.
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b. OPSEC Indicators: Friendly, detectable actions and open-source information that can be interpreted or pieced together by an adversary to derive critical information.
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c.  
OPSEC Vulnerability: A condition in which friendly actions provide OPSEC indicators that may be obtained and accurately evaluated by an adversary in time to provide a basis for effective adversary decision making. 
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3.  
OPSEC Action 1 — Identification of Critical Information

a. What will our adversary want to know about our intentions, capabilities, and activities?  The answers to these three questions are known as Essential Elements of Friendly Information (EEFI). EEFIs are what we protect from exposure to an adversary.
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b.  
Critical information is a subset of EEFI.  It is only that information that is vitally needed by an adversary.  By identifying critical information, we focus our efforts on protecting it, instead of trying to protect all classified or sensitive information.
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4.  
OPSEC Action 2 – Analysis of Threats   

Researching and analyzing intelligence information, counterintelligence, reports, and open source information to identify who the likely adversaries are to the planned operation.  Through analysis, we seek answers to the following questions:
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a.  
Who is the adversary? (Who has the intent and capability to take action against the planned operation?)

b.  
What are the adversary’s goals? (What does the adversary want to accomplish?)

c.  
What is the adversary’s strategy for opposing the planned operation? (What actions might the adversary take?)
d.  
What critical information does the adversary already know about the operation? (What information is it too late to protect?)

e.  
What are the adversary’s intelligence collection capabilities?
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5. OPSEC Action 3 — Analysis of Vulnerability

a. Friendly actions/activities provide OPSEC indicators to an adversary that may be obtained and accurately evaluated in time to provide a basis for effective decision-making and action against us.
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b.  
Operations planners seek answers to the following questions when analyzing vulnerability:

(1) What indicators (friendly actions and open source information) of critical information not known to the adversary will be created by the friendly activities that will result from the planned operation?

(2) What indicators can the adversary actually collect?

(3) What indicators will the adversary be able to use to the disadvantage of friendly forces? (Can the adversary analyze the information, make a decision, and take appropriate action in time to interfere with the planned operation?)
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6. OPSEC Action 4 - Assessment of Risk  
a.  
This action has two components:

(1) 
Planners analyze the OPSEC vulnerabilities identified in the previous action and consider possible OPSEC measures to erase or counter each vulnerability. 

(2) 
Specific OPSEC measures are selected for execution based on a risk assessment conducted by the commander and staff.
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b.  
OPSEC measures reduce the probability of the adversary either collecting the indicators or being able to correctly analyze their meaning.





(Off Slide #23, On Slide #24)
c.  
OPSEC measures can be used to:

(1) Prevent the adversary from detecting an indicator.

(2) Provide an alternative analysis of an indicator.

(3) Attack the adversary’s collection system (i.e., deceive the adversary).
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d.  
OPSEC measures include, among other actions:

(1) 
Cover

(2) 
Concealment

(3) 
Camouflage

(4) 
Deception

(5) 
Intentional deviations from normal patterns

(6) 
Direct strikes against the adversary’s intelligence system.
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e.  
The most desirable OPSEC measures are those that combine the highest possible protection with the least impact on operational effectiveness.
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f.  
The risk assessment requires comparing the estimated cost associated with implementing each possible OPSEC measure to the potential harmful effects on mission accomplishment resulting from an adversary’s exploitation of a particular vulnerability.  (In the end, can the adversary do much damage if we don’t implement an OPSEC measure?)
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g.  
OPSEC measures usually entail some cost in time, resources, personnel, or interference with normal operations. If the cost to mission effectiveness exceeds the harm that an adversary could inflict, then the application of the measure is inappropriate. Because the decision not to implement a particular OPSEC measure entails risks, this step requires command involvement.
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h.  
Typical questions that might be asked when making this analysis include:

(1) What risk to operational effectiveness is likely to occur if a particular OPSEC measure is implemented?

(2) What risk to mission success is likely to occur if an OPSEC measure is not implemented?

(3) What risk to mission success is likely if an OPSEC measure fails to be effective?
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i.  
The interaction of OPSEC measures must be analyzed. In some situations, certain OPSEC measures may actually create indicators of critical information. For example, the camouflaging of previously unprotected facilities could be an indicator of preparations for military actions.
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j.  
The selection of measures must be coordinated with the other components of C2W. Actions such as jamming of intelligence nets or the physical destruction of critical intelligence centers can be used as OPSEC measures. Conversely, deception and Psychological Operation plans may require that OPSEC measures not be applied to certain indicators in order to project a specific message to the adversary.
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7. OPSEC Action 5 - Application of Appropriate OPSEC Measures

a. The command implements the OPSEC measures selected in OPSEC Action Step #4.  

b.  
The reaction of adversaries to OPSEC measures is monitored to determine their effectiveness and to provide feedback.

c.  
Feedback is used to adjust ongoing activities and for future OPSEC planning.

(Off Slide #32, On Slide #33)
D.  
OPSEC and the Public
1. The requirement for the practice of OPSEC must be balanced against the responsibility of the Armed Forces to account for their actions with the American people whom we serve.

2. The need to practice OPSEC should not be used as an excuse to deny non-critical information to the public.
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TRANSITION: We’ve discussed quite a bit of information to this point.  Are there any questions about what we’ve covered today?  Let’s take a few moments to review what we’ve learned by answering a few questions.

VIII. DISCUSSION QUESTIONS






      

A.  
For those of you going overseas on first class cruises, what information do you know that might need to be protected or revealed only on a need-to-know basis and why?

Answer: Ship movements, locations, capabilities, etc.  Adversaries may want to target U.S. warships if they know their destination and time of arrival.
B.  
What is an EEFI?   

Answer: Essential Elements of Friendly Information (EEFIs) are those things we protect to prevent their communication to an adversary.  They include information about our operational intentions, capabilities, limitations, and activities.  
IX.  SUMMARY








      

During this period of instruction, we have learned about operations security, and why it is so important that we employ it in our everyday lives as military people.  There was a World War II saying, “Loose lips sink ships.”  It was true in its day, and it is still true today.  Although you will encounter OPSEC concerns on a much larger scale when you reach the fleet, you need to begin practicing it now in your everyday life.  You must exercise caution when discussing your work, pay close attention to where you are, and consider who may be listening to your conversations.  Take care whenever you are talking on the phone or using computer systems. Even a seemingly benign email can be used by an adversary to target American people.  OPSEC is an all-hands responsibility that can save lives and material when the principles are followed.

INSTRUCTOR’S NOTE:


Ensure LCD or overhead projector is in place and presentation is ready.  Have the introductory slide on screen.
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